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3	Rationale
This document provides updates to resolve some of the Editor's notes related to SUPI handling in clause I.2.2.z ("Credentials holder using AAA server for primary authentication").
There are some other E.N.s related to the use of SUPI and SUPI privacy:
Editor's Note: It is FFS if the SUPI needs to be sent to the external entity (AAA).
Editor’s Note: It is FFS how does the AMF selects AUSF in step 2 using realm part of SUPI which is also used for NSSAAF to select AAA server in step 7, since the AUSF and AAA server is located in different domain.
In a SNPN using an external credentials holder for authentication of the UE, the UDM of the SNPN still holds the subscription details, all except for the credentials. It is possible that the UDM holds a SUPI that is only used within the SNPN to avoid exposing it to the external CH.
For a SUPI in NAI format in SNPN it is specified in TS 23.003 clause 28.7.2 that: 
"In SNPN scenarios, the realm part of the NAI shall include MCC, MNC and the NID of the SNPN (see 3GPP TS 23.501 clauses 5.30.2.3, 5.30.2.9, 6.3.4, and 6.3.8; for the realm part format see Home Network Domain for an SNPN in clause 28.2)."
Hence the realm part of the SUPI must point to the domain of the SNPN. If the CH/AAA belongs to a different domain, the identifier authenticated by the CH/AAA (i.e. authenticated UE ID) will have a different realm pointing to the AAA domain. It is however possible that the username part of SUPI and the authenticated UE ID are the same (but not required). 
In case SUPI and the authenticated UE ID are not identical, both identities must be associated and stored in the SNPN.   During the authentication procedure it needs to be verified that the SUPI provided by the UE and the identity authenticated by the CH/AAA belong to the same subscription. Otherwise, there is a risk of impersonation attacks. 
This document proposes updates to the procedures with the option of having separate EAP ID and SUPI which enables to keep the SUPI internal to the SNPN, which resolves the first Editor's note. 
The second Editor's note is related to the use of two identifiers. When allowing for the use of both SUPI and the authenticated UE ID, the routing becomes less problematic, since the HNI of the SUPI can be used for internal routing within SNPN and realm of the authenticated UE ID can be used for routing to correct AAA, which resolves the second E.N.  
There is another E.N about UDM involvement:
Editor's Note: It is FFS why the existing UDM service with mandatory IE 'Authentication method' need to be invoked for an authentication based on credentials held by an external entity.
It has now been decided in CT4 [2] to add a new IE in the Nudm_UEAU_Get response that signals to the AUSF to use an external entity for authentication. When this new value is used the 'Authentication method' value shall be set to 'NONE'. The procedures are updated to reflect the decision in CT4. We also add the possibility that the AUSF may skip the interaction with UDM in case of anonymous SUCI and decide to execute primary authentication based on local configuration. By that, the E.N. should no longer be needed and is thus removed.  


4	Detailed proposal
***	BEGINNING OF CHANGES ***
I.2.2.z	Credentials holder using AAA server for primary authentication 
I.2.2.z.1	General
The procedures described in this clause enables UEs to access an SNPN which makes use of a credential management system managed by a credential provider external to the SNPN. 
In this scenario the authentication server role is taken by the AAA Server. The AUSF acts as EAP authenticator and interacts with the AAA Server to execute the primary authentication procedure.
The architecture for SNPN access using credentials from a Credentials Holder using AAA Server is described in clause 5.30.2.9.2 of TS 23.501 [2]. 

I.2.2.z.2	Procedure




Figure: I.2.2.z.2-1: Primary authentication with external Credential Holderdomain
0.	The UE shall be configured with credentials from the Credentials holder e.g. a UE ID used for authentication with the CH/AAA SUPI containing a network-specific identifier and credentials for any key-generating EAP-method. If the CH and the SNPN belong to different domains, the UE shall also be configured with a separate SUPI. 

NOTE X: The SUPI and UE ID may be identical.

Editor's Note: How the credentials are provisioned in the UE is FFS. 
It is further assumed that there exists a trust relation between the SNPN and the Credentials holder AAA Server. These entities need to be mutually authenticated, and the information transferred on the interface need to be confidentiality, integrity and replay protected. 
1.	The UE shall select the SNPN and initiate UE registration in the SNPN. 
For construction of the SUCI, existing methods in clause 6.12 can be used. If the home network public key of the SNPN is not provisioned in the UE, the UE shall create a SUCI using null scheme with anonymised SUPI as described in Annex B. In case null scheme is used for SUCI, only the username part of SUPI shall be anonymised, leaving the Routing indicator untouched to enable routing. 
Editor's Note: It is FFS if only SUCI using null scheme with anonymised SUPI should be supported for this use case. 

2.	The AMF within the SNPN shall initiate a primary authentication for the UE using a Nausf_UEAuthentication_Authenticate service operation with the AUSF. The AMF shall select an AUSF based on the HNI of the SUCI (i.e. realm for NSI SUPI type) presented by the UE as specified in TS 23.501 [2].
Editor’s Note: It is FFS how does the AMF selects AUSF in step 2 using realm part of SUPI which is also used for NSSAAF to select AAA server in step 7, since the AUSF and AAA server is located in different domain.
3.	The AUSF mayshall initiate a Nudm_UEAuthentication_Get service operation. The AUSF shall selects a UDM also using the SUCI/SUPI provided by the AMF as specified in TS 23.501 [2]. If the received SUCI is anonymous, the AUSF may skip this step and decide based on local configuration to run authentication towards the external entity.
NOTE Y: SUPI will be used instead of SUCI in the case of a re-authentication.
4. 	In case the UDM receives a SUCI, the UDM shall resolve the SUCI to the SUPI before checking the authentication method applicable for the SUPI. The UDM decides to run primary authentication with an external entity based on subscription data or by looking at the realm part of the SUPI in NAI format.
Editor's Note: It is FFS why the existing UDM service with mandatory IE 'Authentication method' need to be invoked for an authentication based on credentials held by an external entity.
NOTE Z: When anonymous SUCI is used, the UDM can still decide based on the realm part of SUPI, perhaps in combination with subscription data that primary authentication is to be run with an external entity.
5.	The UDM shall provide the AUSF with the UE SUPI (except when anonymous SUCI was received by UDM) and shall indicate to the AUSF to run primary authentication with an external Credentials holder. The UDM may also provide the UE ID expected to be used for authentication with the external Credentials holder. 
6. 	In case no UE ID was received from UDM or if anonymous SUCI was used, the AUSF shall send an EAP Request/Identity message to the UE. If the UE responds with an anonymous EAP ID, the response can still be used for routing to the correct AAA based on the realm part of the EAP ID. 
76.	Based on the indication from the UDM or local configuration, the AUSF shall select an NSSAAF as defined in 3GPP TS 23.501 [2] and initiate a Nnssaaf_AIWF_Authenticate service operation which includes the SUPI if available and the EAP Response/Identity message towards that NSSAAF as defined in section 14.4.x. In case no EAP Request/Identity was sent to the UE in step 6, the AUSF can construct the EAP Response/Identity message using the UE ID received from UDM as input. 
87.   The NSSAAF shall select AAA Server based on the domain name corresponding to the realm part of the EAP IDSUPI provided by the AUSF. The NSSAAF shall perform related protocol conversion and relay EAP messages to the AAA Server.   
Editor's Note: It is FFS if the SUPI needs to be sent to the external entity (AAA).
Editor's Note: The details of the interface and protocol between AUSF and AAA are FFS.
89.	The UE and AAA Server shall perform mutual authentication. The AAA Server shall act as the EAP Server for the purpose of primary authentication.
910.	After successful authentication, the MSK shall be provided from the AAA Server to the NSSAAF together with the authenticated UE ID.
10.	The NSSAAF returns the MSK and authenticated UE ID to the AUSF using the Nnssaaf_AIWF_Authenticate service operation response message. 
Editor's Note: If the SUPI is also included as part of the messages in step 9 and 10 is FFS.
Editor's Note: The details of the interface and protocol between AUSF and AAA are FFS.
11-12. The AUSF verifies that the authenticated UE ID corresponds to a valid subscription in the SNPN by either: 
a) If a UE ID was received from UDM in step 5, the AUSF shall verify that it is identical to the Authenticated UE ID received from NSSAAF. 
b) If no UE ID was received in step 5 but a SUPI is received from UDM in step 5, the AUSF verifies that the SUPI is equal to the authenticated UE ID. 
c) If SUPI was anonymized, the AUSF sends a Nudm_SDM_Get service operation in order to translate the Authenticated UE ID to SUPI.  
If the verification of the authenticated UE ID is not successful, then the AUSF rejects the UE access to the SNPN based on a failed authorization. 
113.  The AUSF shall use the most significant 256 bits of MSK as the KAUSF. The AUSF shall also derive KSEAF from the KAUSF as defined in Annex A.6.
142. The AUSF shall send the successful indication together with the SUPI of the UE to the AMF together with the resulting KSEAF. 
135. The AMF shall send the EAP success in a NAS message.
146. The UE shall derive the KAUSF from MSK as described in step 11. 
Editor's note: It is FFS how the UE will be configured to know to use MSK instead of EMSK. 
Editor's note: It is FFS if and how clause 1.2.2.3 aligns with TS 23.501 5.30.2.9.2 Credentials Holder using AAA Server for primary authentication and authorization

***	END OF CHANGES ***
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